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Agenda

= General overview of the multi-standard IEC 62443
= General overview of audit and certification process
= Introduction ISASecure® ISA/IEC 62443-4-1 SDLA program

= Overview of ISASecure® ISA/IEC 62443 SDLA requirements
" Q&A Session
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General overview of the multi-standard IEC 62443 Part 1/3

ISA/IEC 62443 International Standard
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General overview of the multi-standard IEC 62443

Part 2/3

IEC 62443-1-1 IEC 62443-2-1
Terminology, concepts Requirements for an

and models IACS security
management system

IEC 62443-1-2 IEC 62443-2-2

Master glossary of terms
and abbreviations

Implementation guidance
for an IACS security
management system

IEC 62443-2-3
Patch management
in the IACS environment

IEC 62443-1-3
System security
compliance metrics

IEC 62443-1-4
IACS security lifecycle
und use-case

IEC 62443-2-4
Requirements for IACS
solution suppliers
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IEC 62443-3-1
Security technologies
for IACS

IEC 62443-3-2
Security risk assessment
and system design

IEC 62443-3-3
System security
requirements
and security levels

IEC 62443-4-1
Product development
requirements

IEC 62443-4-2
Technical security
requirements for IACS
products
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General overview of the multi-standard IEC 62443
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Asset Operates (IEC 62443-2-1
SRS IEC 62443-2-4)

>

System Integrates (IEC 62443-2-4,

Integrator IEC 62443-3-2)

Configured for intended environment

Industrial automation and control system (IACS)

Operational and maintenance
capabilities (policies and procedures)

e

Automation Solution (IEC 62443-3-3)

Subsystem 1

Complementary 1
hardware and

software

Includes a configured instance1of the Product

Product

Supplier Develops (IEC 62443-4-1)

Independent of the intended environment

>

Product (IEC 62443-4-2)
system, subsystem, or component such as:

Embedded

Applications devices

Network
components

Host
devices

*Source of the picture: IEC 62443-4-1:2018

IEC
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General overview of audit and certification process

TUV Rheinland Services for the Certification of Management Processes

7

] CSM — Cyber Security Management

¢ |ISA/IEC 62443
e ISASecure® SDLA

E ISASecure-

md  FSM — Functional Safety Management

« [IEC 61508
* |EC 61511

med  AFSM — Automotive Functional Safety Management

* 1ISO 26262

mmeed  NSM - Nuclear Safety Management

* [EC 61513

—
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Part 1/9
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Tl TUV Rheinland organization and procedures of certification program are based on ISO/IEC 17021
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General overview of audit and certification process Part 2/9

Audit and Certification Procedure (based on ISO/IEC 17021)

Inquiry
(Service

Request

Re-Certification (3 years)

Stage-1
Pre-Audit

Stage-1 Stage-2

i st 1 nd o
Documentation Carieaien 15t Surveillance 2"d Surveillance

Audit Audit

Review Audit

Certificate Certificate
ML 2 ML 3
Optional Valid for 3 years
Valid for 1 year é TUVRheinland®
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General overview of audit and certification process Part 3/9

Maturity Level (according to IEC 62443)

ML -4 Certification
Process improved Re-Audit

Stage 2

ML-3
Process practiced

Certification
Audit

ML-2 Stage 1

Process defined Pre-Audit
Personnel have the expertise Doc. Review

Process Readiness

A TUVRheinland®
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General overview of audit and certification process Part 4/9

Scope of Certificate

Local Scope.: Technical Scope:

Named Development Standard considered as
Organization(s) basis for audit

A TUVRheinland®
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General overview of audit and certification process Part 5/9

Certification Procedure Stage 1: Pre-Audit

= Auditee’s security process is mostly pre-defined

= Evaluation of auditee’s processes to identify Auditee Location

possible deviations or gaps

= Auditing responsible roles and their expertise 2 Auditors

= Evaluation of the Auditee's location and site-specific

conditions
X 2-3 Days
v Result = Open Item List with identified
gaps

A TUVRheinland®
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General overview of audit and certification process

Certification Procedure Stage 1: Documentation Review

» Evaluation of documented version of the organization’s
process
= Review of all relevant process documentation:
= organization chart
= procedures
= work instructions
» templates, forms

= further process documentation

v Result = (optional) ML-2 Certficate
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Part 6/9

Of_fline
TUV Location

1 Auditor

As soon as all
open items are
closed
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General overview of audit and certification process

Certification Procedure Stage 2: Initial Certification Audit

= Review of representative artifacts to verify that each
requirement has been followed for products under the
scope of the process

Pre-conditions:

» Stage 1 audit has been completed, open
items have been clarified,

= at least one project has been completed

V Result = ML-3 Certficate
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Part 7/9

Auditee Location

2 Auditors

2 Days
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General overview of audit and certification process

Certification Procedure: Surveillance Audit (annual)

= Evaluation of process application in everyday
operations of auditee

= Based on project execution

» Based on spot checks of selected topics

14
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Auditee Location

1 Auditor

1 Days
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General overview of audit and certification process

Certification Procedure: Re-Certification Audit (three years cycle)

= Confirm the effectiveness of the complete
management processes of the auditee

= Review of process applicability and improvement

measures

» Evaluation of auditee’s potential to achieve ML-4

certificate

15

v

2021-04-28

Result = ML-3/4 Certficate

Part 9/9

Auditee Location

1-2 Auditors

1-2 Days
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General overview of audit and certification process Part 10/10

Certificate

= Local Scope
= Development Organization
bl » Named Development Process

5 Mnnanamant
ISC E2440-1-1:207 8 (o mon 1.0) - Pradc: SJopker
L2 105, Malnty Level X Jelined - Practiced

Certificate
1 edEl

T e = Technical Scope
T R » ISA/IEC 62443-4-1 (or ISA/IEC 62443-2-4)
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= ML-3: 3 years
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= www.certipedia.com/fs-products
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Introduction ISASecure® ISA/IEC 62443-4-1 SDLA program Part 1/5

ISASecure® Certification Program

E ISASecure:

IEC 62443 - CSA IEC 62443 -SSA IEC 62443 - SDLA
Certification Certification Certification
« Component Security o System Security o Security Development
Assurance Assurance Lifecycle Assurance
o Certification of  Certification of automation  Certification of development
« software applications control systems lifecycle processes of
« embedded devices suppliers for control system

« host devices and products

* network devices .
« Equivalent to IEC 62443-4-2 » Equivalent to IEC 62443-3-3 * Equivalent to [EC 62443-4-1

TUVRheinland®
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Introduction ISASecure® ISA/IEC 62443-4-1 SDLA program Part 2/5

ISASecure® Certification Program

E ISASecure:

CSA Certification N

| SDLA
- Certification

SSA Certification V4

To obtain CSA or SSA certification, a supplier must pass
SDLA Certification

A TUVRheinland®
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Introduction ISASecure® ISA/IEC 62443-4-1 SDLA program Part 3/5

Audit and Certification Procedure (according to ISASecure® SDLA program)

E ISASecure:

Inquiry
(Service
Request

Stage-1
Pre-Audit

Stage-1
Documentation Certification
Review Audit

Certificate

E ISASecure-

SDLA full Certificate
SDLA readiness Certificate

A TUVRheinland®
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Introduction ISASecure® ISA/IEC 62443-4-1 SDLA program Part 4/5

ISASecure® SDLA Certificate

Certificate

E ISASecure:
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E ISASecure:

= Local Scope
= Development Organization
» Named Development Process

= Technical Scope
= |[SASecure® SDLA Program (incl. Version)
= ANSI/ISA-62443-4-1
= |EC 62443-4-1

= Expiration Date
» SDLA readiness: 1 year
= SDLA full: 3 years

= Published
= www.ISASecure.org

= www.certipedia.com/fs-pr -
certipedia.com/fs-products A TOVRheinland®
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Overview of ISASecure® ISA/IEC 62443 SDLA requirements Part 1/2

ISASecure® SDLA Requirements (SDLA-300)

E ISASecure:

* Named development organization or organizations

* Named, documented security development lifecycle (SDL) EE]
process under version control —

» Responsible roles are defined and expertise available é L

» Process artifacts as evidence that the organization is following SDL ‘ :)I
= Readiness evaluation v
= Full evaluation
A TUVRheinland®
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Overview of ISASecure® ISA/IEC 62443 SDLA requirements Part 2/2

ISASecure® Security Development Lifecycle Assessment (SDLA-312)

E ISASecure:

Security Development Lifecycle (IEC 62443-4-1)

Security Management

SDLA-312

Defect

Security Security by Security Management
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In PA, we have
ISCI

Schema.
Schemais
aligned with the
IEC62443-4-1
maturity levels

Select your.
certification version

Requirements
Secure by design
Secure Implement
Security V&V
testing

Security defect Mgt
Security Update
Mgt

Security Guidelines

12 weeks with 1 person full time

'. The certifigation

Select a
Project to Organize Site
drive your Assessment @
certification .

.

———

V < . 1 i Belo eor .Jj_._;g,s "f"'

the certifiers for
ISA E oy - S o .
er who Prepare all the

requires artifacts

-

. knows your artifacts and
applying SDL. development anticipate

The project could process. guestions.

be an old project Get a Quote from If first time

as soon as you the certifier and certification, the

are able to show schedule assessment might
artifacts for the preparation take a week to go
requirements. sessions through the process
(Remote). and validate the

Artifacts

4 weeks in the case of PA

2 weeks in the case of PA including the site assessment
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We hope this presentation was
iInformative and helpful
Happy to take Questions!

Thank you for joining our webinar

Sergei Biberdorf:
E-mail: sergei.biberdorf@de.tuv.com

Zakarya DRIAS Life Is On l Schneider
E-mail: zakarya.drias@se.com dPElectric

LEGAL DISCLAIMER

This document remains the property of TUV Rheinland. It is supplied in confidence solely for information purposes for the recipient. Neither this

document nor any information or data contained therein may be used for any other purposes, or duplicated or disclosed in whole or in part, to any " ) _
third party, without the prior written authorization by TUV Rheinland. This document is not complete without a verbal explanation (presentation) TUV R hel n | d nd -

of the content. g :
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