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Managed numerous Cybersecurity Investigations
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Threats

2010 — DESTRUCTION. Cyber Worm disrupted PLC's
of more than 1000 centrifuges in Iran.

Nation States

2013 — ESPIONAGE. RAT targeted Energy, used
OPC to conduct recon, & supply chain

Organized Crime

Social Collectives

2015 - DESTRUCTION. Took down part of Ukraine

|nS|derS power grid. C&C, Wiper.

Mistakes
2016 - DESTRUCTION. Took down part of Ukraine

C &C Beocons @%@ power substation. C&C, Wiper. Evolution of B.E.

@ 2017
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Threat Surface

Any Network connection into ICSE

Wireless

Telco Increasing Technology complexity
Removable Media Increasing demand on firewalls
Hardware, chipsets Increasing legislafion

Patches, firmware

For there to be a threat, there must be a vulnerability and an exploit.
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Supply Chain

What if bad things are in the hardware?
Supply chain is not easy to attack
We innovate faster than supply chain cyber can keep up with

Build the capability to identify Supply Chain threats yourself?

Have industry develop standards and certifications

We want to know that what we use is safe
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