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A. DISCLAIMER

ASCI and all related entities, including the International Society of Automation (collectively, “ASCI”) provide all
materials, work products and, information (‘SPECIFICATION’) AS IS, WITHOUT WARRANTY AND WITH ALL
FAULTS, and hereby disclaim all warranties and conditions, whether express, implied or statutory, including, but not
limited to, any (if any) implied warranties, duties or conditions of merchantability, of fithess for a particular purpose, of
reliability or availability, of accuracy or completeness of responses, of results, of workmanlike effort, of lack of viruses,
and of lack of negligence, all with regard to the SPECIFICATION, and the provision of or failure to provide support or
other services, information, software, and related content through the SPECIFICATION or otherwise arising out of the
use of the SPECIFICATION. Also, there is no warranty or condition of title, quiet enjoyment, quiet possession,
correspondence to description, or non-infringement with regard to the SPECIFICATION.

Without limiting the foregoing, ASCI disclaims all liability for harm to persons or property, and users of this
SPECIFICATION assume all risks of such harm.

In issuing and making the SPECIFICATION available, ASCI is not undertaking to render proféssional or other services
for or on behalf of any person or entity, nor is ASCI undertaking to perform any duty owed by any‘person or entity to
someone else. Anyone using this SPECIFICATION should rely on his or her own indepehdent judgment or, as
appropriate, seek the advice of a competent professional in determining the exercise of reasenable carejin@any given
circumstances.

B. EXCLUSION OF INCIDENTAL, CONSEQUENTIAL AND CERTAIN OTHER\DAMAGES

To the maximum extent permitted by applicable law, in no event shall ASCI or its'suppliers bediable*for any special,
incidental, punitive, indirect, or consequential damages whatsoever (including, but net limited toydamages for loss of
profits or confidential or other information, for business interruptiongfer personal injury,fer loss of privacy, for failure to
meet any duty including of good faith or of reasonable care, for negligence; andfor any I pecuniary or other loss
whatsoever) arising out of or in any way related to the use of @r inability te_useithe SPECIFICATION, the provision of or
failure to provide support or other services, information, software, and.related cm&\hrough the SPECIFICATION or
otherwise arising out of the use of the SPECIFICATION, or otherwise under oiin connection with any provision of this
SPECIFICATION, even in the event of the fault, tort (including negligence),‘mi,}bpresentation, strict liability, breach of
contract of ASCI or any supplier, and even if ASCL 6rany supplier. hasibeén advised,of the possibility of such
damages. Q

C. OTHER TERMS OF USE v \

Except as expressly authorized by prior written consent from the Automation Standards Compliance Institute, no
material from this document owned, licensed, or controlled by the Automation Standards Compliance Institute may be
copied, reproduced, republished, uploaded, posted, transmitted, or distributed in any way, except for non-commercial
use only, provided that you keep intact all copyright and other proprietary notices. Modification of the materials or use
of the materials for any other purpose, such as creating derivative works for commercial use, is a violation of the
Automation Standards Compliance Institute’s cop@t and other proprietary rights.
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Revision history

version date changes
1.16:% 2014.10.012643-12-09 | Initial version published to http://www.ISASecure.orgtnitial-draft
1.21.0 2015.04.152014.09-10 | Add errata version to certificate formatReview-and-update-for-final-version
Add line to certificate format referencing ANSI/ISA 62443-4-1 and IEC 62443-4-1;
update normative references; add definition of capability security level and use in
20 0.0 4.3; scalability modifications: certificate to reference scope of certification document
1844 2018.02.05; T for scalability, add related text in section 5, add definitions of scalable system and
layout; incorporate erratum from SSA-102 v1.6Change-2014-1-certification-version
designation to 2.6.1, add 17065 and ISASecure-111 references
Remove mention of EDSA certification supporting SSA certification, change
2015.04.15 remaining EDSA references to CSA, remove mention of CRT laboratories: change
2,042 2019.08.12: o device to component; update certificate for new maintenance of certification policy:
add new versions of 17025 and 17011Add-errata-version-to-certificateformat
Add
H 201 7_f\Q‘I'\’)
3.0 2023.04.21 Do not permitJfiio Ia Jtrol §
3.1 2025.05.06 Updated |g gmmw Av
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Foreword

This is one of a series of documents that defines ISASecure certification for control systems, which is
developed and managed by the industry consortium ISA Security Compliance Institute (ISCI). Certifications
available include ISASecure Component Security Assurance (CSA) for industrial automation and control
system components, ISASecure System Security Assurance (SSA) for systems and ISASecure Security
Development Lifecycle Assurance (SDLA) which addresses control system supplier development processes.
This specification is one of the series of documents that describes requirements for ISASecure SSA
certification. The current list of documents related to ISASecure certification programs can be found on the
web site http://www.ISASecure.org.
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1 Scope

This document outlines the procedure and conditions which govern the use of the ISASecure® symbol and
certificate by suppliers of ISASecure SSA certified control systems, as well as their use by ISASecure SSA
chartered laboratories and any references to their ASCI license by such laboratories. The reference [SSA-100]
describes the overall ISASecure SSA program.

Separate documents cover this topic for the ISASecure CSA and ISASecure SDLA certification programs (CSA-
204 and SDLA-204). The intent of the requirements is the same across all ISASecure programs. However,
there are some topics unique to each program addressed in each program-specific document.

2 Normative references

[SSA-100] ISCI System Security Assurance — ISASecure certification scheme, as specified at
http://www.ISASecure.org

[ISASecure-117] ISCI ISASecure Certification Programs - Policy for transition to CSA“1:0.0 and SSA 4.00

[ISASecure-202] ISCI ISASecure Certification Programs — Application and Contraet for Chartered
Laboratories, internal ISCI document \

[SSA-205] ISCI System Security Assurance — Certificate Document Format, as specified at \

http://www.ISASecure.org
NOTE 1 ISASecure SSA certification assesses conformance with the following international standatds, as Shown on the certificate

specified in the present document.
NOTE 2 The following pairs of references that have the same document number 62443-m-n, provide, th&me technical standard, as
published by the organizations ANSI/ISA and IEC.

[ANSI/ISA-62443-3-3] ANSI/ISA-62443-3-3 (99.03.03) - 2013Security, fonindustrial autémation and control
systems Part 3-3: System security requirements and se€urity levels

[IEC 62443-3-3] IEC 62443-3-3:2013 Industrial commufieation hetworks -\Qtwork and system security - Part
3-3: System security requirements and securitydevels RN

[ANSI/ISA-62443-4-1] ANSI/ISA-62443-4-1-2018, Security for. wstrial automation and control systems Part
4-1: Secure product development lifecy€le requirements

[IEC 62443-4-1] IEC 62443-4-1:2018 Security for industfial®@utomation and control systems Part 4-1: Secure
product development lifecycle requirements y

NOTE 3 The following international standards applyto the §ecure certification and testing processes.

[ISO/IEC 17065] ISO/IEC 17065220124, Conformity
processes and services”, Qctober 20,12

NOTE 4 The transition timeline, to the later 2027 an of ISO/IEC 17025 below is defined by ISO/ILAC policy.

ssessment—requirements for bodies certifying products,

[ISO/IEC 17025 2005} ISO/IEC"27025, “General requirements for the competence of testing and calibration
laboratories”, 15 May 2005

M, . . . .
[ISO/IEC 17025] ISO/IEC 17025, “General requirements for the competence of testing and calibration
laboratories”, November 20

NOTE 5 The following international standard applies to the ISASecure chartered laboratory accreditation process. The transition
timeline to the later 2017 version of ISO/IEC 17011 below is defined by ISO/ILAC policy.

[ISO/IEC 17011 2004] ISO/IEC 17011, “Conformity assessment — General requirements for accreditation
bodies accrediting conformity assessment bodies”, 01 September 2004

[ISO/IEC 17011] ISO/IEC 17011, “Conformity assessment — General requirements for accreditation bodies
accrediting conformity assessment bodies”, November 2017
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[ISO/IEC 17000] ISO/IEC 17000 “Conformity assessment — Vocabulary and general principles”

[ISO/IEC 28] ISO/IEC Guide 28, “Conformity assessment — Guidance on a third-party certification system for
products,” 2004

[ISO/IEC 23] ISO/IEC Guide 23 “Methods of indicating conformity with standards for third-party certification
systems,” 1982

3 Definitions and abbreviations
3.1 Definitions

As a general rule, definitions of ISO/IEC 17000 are applicable.

3.1.1
accreditation
third party attestation related to a conformity assessment body conveying formal demonstration

competence to carry out specific conformity assessment tasks
n proces ‘l vhich z ﬁ ion is

third party that performs attestation, related to a conformity assessme onveying a formal
demonstration of its competence to carry out specific confo essment

of its

NOTE For ISASecure certification programs, accreditation is an assessment and recogni
granted chartered laboratory status or CRT laboratory status.

3.1.2
accreditation body

3.1.3
accreditation body logo
logo used by an accreditation body to identify itse

3.1.4

accreditation certificate
formal document or a set of documents issted
granted for the defined scope

4

dy, stating that accreditation has been

an e

4
3.1.5

b
accreditation symbol
symbol issued by an accreditation & to be use ar d laboratories to indicate their accredited status

3.1.6
capability security level
security level that a fompe

NOTE This type of sec
without additional compen

provide when properly configured and integrated

culameomponent or system is capable of meeting a target security level natively
|| hen properly configured and integrated

3.1.7
conformity assessment b

body that performs conformi Q ent services and that can be the object of accreditation

NOTE Examples are a laboratory, inspection body, product certification body, management system certification body and personnel
certification body. This is an ISO/IEC term and concept.

3.1.8
control system
hardware and software components of an IACS

NOTE Control systems include systems that perform monitoring functions.
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3.1.9
certifier
chartered laboratory, which is an organization that is qualified to certify products or processes as ISASecure

NOTE This term is used when a simpler term that indicates the role of a “chartered laboratory” is clearer in a particular context.

3.1.10

chartered laboratory

organization chartered by ASCI to evaluate products or processes under one or more ISASecure certification
programs and to grant certifications under one or more of these programs

NOTE A chartered laboratory is the conformity assessment body for the ISASecure certification programs.

3.1.11

industrial automation and control system
collection of personnel, hardware, software and policies involved in the operation of the industrial process and
that can affect or influence its safe, secure, and reliable operation

3.1.12
ISASecure symbol
graphic or text affixed or displayed to designate that ISASecure certification has been achieve

NOTE  The ISASecure symbol is the mark of conformity for an ASCI certification scheme. £ The sym ! mark is i @

to chartered laboratories for the use by suppliers that have achieved requirements for a par ar type o A and

by chartered laboratories to signify conformance to the ISASecure certification requirem

3.1.13
ISASecure version

ISASecure certification criteria in force at a particular point in time, defined byythe f document versions
that define the certification program, and identified by a 3-pla numbenrsuch as ec SA 4.0.0

3.1.14

layout

description of a specific instance of a scalable contrel systen quantities of zones and resident

components, and internal and external interfaces

3.1.15
scalable control system
control system which supports replicatioh, of zonesyand/o

N

4

ents'to support small and large installations

4
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3.2 Abbreviations

The following abbreviations are used in this document.

ANSI American National Standards Institute

ASCI Automation Standards Compliance Institute

CSA component security assurance

IACS industrial automation and control system(s)

IAF International Accreditation Forum

ILAC International Laboratory Accreditation Cooperation
ISCI ISA Security Compliance Institute

ISA International Society of Automation

IEC International Electrotechnical Commission

ISO International Organization for Standardization
SDLA Security Development Lifecycle Assurance

SSA System Security Assurance \

N

4 |SASecure symbol and references
4.1 General
The ISASecure symbol is defined as the sequence of letters “ISASeeure,” where them founyletters only are

capitalized. The ISASecure symbol shall be displayed only indhe appropriate form, size, and,color detailed on
the ISASecure website: http://www.ISASecure.org. K

When displayed in isolation such as on letterheady, the ?ecure symbol shall always be
accompanied by the trademark notation, as in ISASecure®, When use%it nia document that has several
occurrences of the symbol, such as a brochure orgpressireleasegthe fifst 0ccurrence shall have the trademark
notation. In addition, in this case, the document'shall also‘include, the statement:

ISASecure® is a registered Trademark OSS QAlLfights reserved.

A chartered laboratory and/or its clients shall neithenuse the ISASecure symbol in any misleading manner, nor
shall imply in use of the symbol or in“any reference tha»AS or ISCI approves of its products.

In particular, a chartered laboratOry,and/ohits clients'shalfhot use the ISASecure symbol in any way that might
mislead the reader regarding the status,of aschartered laboratory or the certification of a control system or a
specific version or layout of a centrol 'system. Bhe symbol shall also not be used to imply that the certification
of a control system confersisecurityypropertie any of the system’s components independent of the system.

All references that contain.the ISASeclire Symbol shall clearly define the particular ISASecure certification
program to which it iS\related, which in the present case would be the ISCI SSA certification program.

4.2 Use by chartered Iaborator)N
M

When an ISASecure charte laboratory displays the ISASecure symbol in printed or online documentation,
its license number (chartere boratory identification, in five-digit format) issued by ASCI shall be printed
centrally under the ISASecure symbol. Its accreditation number may also appear. ISCI shall maintain one
license number for each organization, and track those ISASecure programs for which the laboratory is
accredited, in association with that number.

In particular, the ISASecure symbol may be displayed on organizational stationery/letterhead by a chartered
laboratory only if the mark or title of the chartered laboratory is also shown, along with its license number.
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The following is an example of correct use of the ISASecure symbol by a chartered laboratory:
ISASecure® SSA
Accreditation Number: WWWWW
License Number: XXXXX

A chartered laboratory is entitled to use the phrase, "An ISASecure Chartered Laboratory — Accreditation
number WWWWW, License Number XXXXX" in combination with the ISASecure symbol.

To request approval to use the phrase “An ISASecure Chartered Laboratory — Accreditation number:WWWWW,
License Number XXXXX” the chartered laboratory shall:

a) Submit a request to use the wording to the ASCI Managing Director; and
b) Submit a pictorial representation of how the wording is to appear

¢) Submit a pictorial representation of how the wording is to appear in conjunction with,the accreditation
body’s mark/symbol, the ISASecure symbol or any other mark or symbol ofieonformity. \

The ASCI Managing Director shall respond within 30 days as to whether theyuse of the wording\ proposed
by the laboratory is acceptable.

The chartered laboratory shall bear responsibility for obtaining any required copyrights_ and for monitoring the
use of the wording and ensuring that the wording is not misused.

Chartered laboratories are entitled to incorporate the ISASe€cure symbol in lic 'material that refers to
accredited services, provided that the conditions in this procedurelare met. €h red laboratories are also
entitled to make general reference to the ASCI license provided-they\ensure that ASCltecognition is not implied
for parts of any ISASecure program for which they are notiaccredited: &

Any use of the ISASecure symbol by the chartered labaratory that migthontravene the conditions set out in
this procedure will be considered a misuse of the symbol, andysiibject toylegal action which may include
withdrawal of the ASCI license, or publication of the transgressior&other action deemed necessary by ASCI
to maintain the integrity of its mark.

4.3 Use by control system supplier \

When a supplier for a certified control system displaysx ISASecure symbol in printed or online
documentation, the certification number issued by,the certification body (chartered laboratory) shall be
printed centrally under the A\SASecure symboh, Th ASecure version and zone certification levels shall also
appear.

The following is an example of correct use‘\fthe ISASecure symbol by a control system supplier:
ISASecure® SSA 4.0.0

Proc Qperations Zone: Capability Security Level 1
gocess Safety Zone: Capability Security Level 2
rocess Control Zone: Capability Security Level 1

Certification number: YYYYY

The supplier may-shall not place the ISASecure symbol on a certified control system or its packaging. —asterg
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that most products incorporate software which potentially may be replaced by later versions that may or may
not be certified. The policy does not prohibit marking such a product with the logo of a certification body, nor
does it preclude modification of this policy in the future to align with evolving industry marking practices and/or
reqgulatory requirements.

As specified in [ISO/IEC 17065], the consequences of transgressions by clients of a chartered laboratory are
managed by the chartered laboratory.

5 Certificates

The certification certificate issued by a chartered laboratory to its clients must be the one recognized by the
ASCI program. The document [SSA-205] posted on the ISASecure website contains the approved certificate
format in an editable form suitable for use as a template. Figure 1 illustrates this format. If alterations are made
to the approved certificate, prior to its use, the ASCI Managing Director must approve thecertification certificate
used by the chartered laboratory.

The SSA specifications support a "scalability” scenario in which a single certificatgymay covensevera erent

layouts for a system. Layouts may include varying quantities of components and/aryzones to'sc large
and small installations. The certificate for such a system shall include a referénce to a\doeumen escribes
the layouts covered by the certification. In the example certificate belew, “this refe i docUment
"AllControl Scope of SSA Certification" v1.0.

The certificate shall include a reference to the ISASecure SDLA cértification for the s secure product
development lifecycle process that supports the SSA certification.

NOTE Additional explanation regarding the content shown on this certifica n be found in [CSA:

11
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ISASecure’

ISA

4
Certificate

SEC 08693

Issued: March 15, 2020; Last update Sep 30, 2024

Cettifiers, Inc. hereby confirms that the:

BestControl M40 Control System R60x
Systems conforming to layouts in "AllControl Scope of SSA
Certification" v1.0

Secure Control, Inc.
Some City, CA

Conforms to 62443 requirements listed, and to requirements shown in the table:
ANSI/ISA-62443-4-1-2018, IEC 62443-4-1:2018 Secure product development lifecycle requirements
ANSI/ISA-62443-3-3-2013, IEC 62443-3-3:2013 System security requirements and security levels

Meeting requirements for:
Process Operations Zone: Capability Security Level 1
Process Safety Zone: Capability Security Level 2
Process Control Zone: Capability Security Level 1

The normative documents and issue dates that define this certification are listed at www.isasecure.org.

Application restrictions: The system shall be operated in a network and operational environment meeting the assumptions
in the product certification report.

Product certificate remains valid under conditions:
« The following SDLA certificate remains valid: ISASecure® Security Development Lifecycle Assurance certificate
number SEC 08691 issued to Secure Control, Inc.
« BestControl M40 Control System R60x remains under the security management practices thereby certified

For SEC 08691

supplier through Aug 31,

Assurance v2.0.0

Assessment Subject under Requirements Date Current
Assessment releases at time
of
ISASecure® SSA BestControl M40 ISASecure System Security Assurance March 15, 2020 R600.1
evaluation Controller R600.1 4.0.0 referencing errata SSA-102 v4.1
SDLA recertification | Development process for ISASecure Security Development Lifecycle | Sep 30, 2021 RE00.4, R601.2
for SEC 08691 supplier through Aug 31, Assurance v2.0.0
2021
SDLA recertification | Development process for ISASecure Security Development Lifecycle | Sep 30, 2024 R600.6; R601.4,;
R602.3

2024

Authorized representative
Chartered Laboratory:
Certifiers, Inc.
Another City, NY, USA
License: nnnnn

SSA-20

Figure 1 - Example Certificate

4-32.03.1 This-documentis Business-Confidential- to Members-of the ISA-Security

Compliance Institute. Do-not share with-other parties-
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6 Change in accreditation status

Upon withdrawal or suspension of the chartered laboratory accreditation, a chartered laboratory shall
immediately cease to issue certificates and any other materials displaying the ISASecure symbol, license or
containing reference to ASCI recognition.

7 Modification of the ISASecure symbol

Upon any modifications to the ISASecure symbol, ASCI must immediately inform chartered laboratories of its
changes and proper use. The effective date for the use of the new symbol must be published on the website:
http://www.ISASecure.org.

8 Use of accreditation certificates and symbol

Chartered laboratory use of the accreditation certificates issued by the accreditation body and the associated
symbols must follow the policies and procedures of the accreditation body.

4
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