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Pioneers in OT cybersecurity: first programmable IoT gateway 
and first Edge AI certified IEC 62443-4-2 SC-L2
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threat levels are on the risethreat levels are on the rise
GLOBAL INCREASE 
IN CYBERATTACKS

GEOPOLITICAL 
FACTORS

MORE CONNECTED DEVICES
LESS CONTROL

3,205 compromises in 2023 (~9/day) 
with over 353 million victims. 
Average SME insurance claim of 
$345K
A data breach costs $4.88 million on 
average
94% of organizations have reported 
email security incidents.

(source – Forbes Cybersecurity Stats )

Cybersecurity is a geopolitical instrument 
of power: Example attacks include:5 

Ukraine Powergrid (2014-), Iranian gas 
stations (2023), Germany steel mills 
(2014), Albania banks (2023), Danish 
Power (2023), Japanese Space Agency
(2024), Dutch military (2024), Swedish 
government services (2024)

Manufacturing organisations targeted 
through social engineering, malicious 
data breaches and ransomware attacks

Increasing usage of smart sensors with 
high levels of exploitable vulnerabilities 
and low levels of security leading to 
credential compromise

Meanwhile AI is enabling sophisticated 
phishing, social engineering and 
disinformation attacks to damage 
company reputations
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California Senate Bill 327, aka California 
Internet of Things (IoT) Security Law, in 
effect since Jan 1st 2020

EU mandates compliance to 
RED Article 3.3(d), (e) and (f) 
on cybersecurity 
commencing Aug 1st 2025

If you operate in any major economy or 
critical industry, cybersecurity is imposed by 
regulation

Most of these regulations are heavily 
inspired by ISA/IEC 62443

global IoT cybersecurity regulations

PSTI (UK)



2. REGIONAL CYBERSEC 
REGULATIONS ARE COMING

CRA/NIS2 in EU
CRISP, CIRCIA in US 

4. HOW DO I COPE?
Align with most mature 
industrial cybersec 
standard (ISA/IEC 62443)  

5. HOW DO I GET 
THERE FAST AND 
SAFE?

Through Eurotech 
ISASecure & ISA/IEC 
62443-4-2 pre-certified 
devices

6. HOW SIMPLE IS IT, REALLY?

Factory-hardened devices

everyware security wizard to set up 
and deploy devices in 10 minutes 
(ZTP)

3. FRAGMENTATION OF 
CYBERSEC REGULATIONS 
PER VERTICAL MARKET

e.g. Machinery Directive EU 
2023/1230, IEC 62351

your fast-track to 
cybersecurity 
compliance

Pre-certified ISASecure 
ISA/IEC 62443-4-2

Market proven

Ranging from IoT gateways to 
IPCs and edge AI servers

Ruggedized to serve industrial, 
transportation, energy and 

medical applications
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Why ISA/IEC 62443 for OT

A recap:
• Worldwide recognized standard for 

OT Security.
• Somehow referred by critical 

infrastructure regulations.
• A complete set covering all actors, 

governance, security and 
requirements for different device 
types.
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References for Certification
The certification issued by an ISASecure® Accredited Certification Body is the highest global recognition for 
cyber security-related products and demonstrates that the applicable ISA/IEC 62443 requirements have been 
met throughout the whole lifecycle.

The goal of the ISA/IEC62443 Series is to improve Industrial Automation and Control System (IACS) using a risk-
based, methodical, and complete process throughout the entire lifecycle, through the implementation of:
•Safety
•Integrity
•Availability
•Confidentiality

Without people who are sufficiently trained, without risk-appropriate technologies and adequate 
security measures, an IACS exponentially increases its vulnerability to a cyber-attack.

SDLA CSA IACSSAICSA SSA
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ISASecure® Certification benefits

The benefits of ISASecure® certification are many. In general, it:

Establishes a 
higher level 

of trust

Improves 
product 
security

Proves a 
proactive 
approach  

and 
competence

Establishes 
company 

policy for the 
use of ISA/IEC 

62443

Updates 
compliant 

product 
development 

processes

Improves 
product sales 

globally

Improves the 
availability, 

integrity, 
safety and 

confidentiality

Accelerates 
the 

innovation of 
the whole 

supply chain
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How the ISASecure®
scheme works
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How the ISASecure®
scheme works
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ISA/IEC 62443-4-1 
ISASecure SDLA
Secure 
Development
Lifecycle

ISA/IEC 62443-4-2 
ISASecure CSA
Component Secure 
by Design
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Regulation compliance fast track

cybersecurity 
framework helps 

companies comply to 
Gov. requirements

support for 
monitoring 

and updates

support for 
purchasing 
compliance

encrypted 
communication 

and storage

data integrity, 
availability & 

optimized 
time to 

recovery

automated 
security 
reports

incident 
prevention, 

faster 
recovery, 

emergency 
remote 

procedures 

identity theft 
prevention



© 2024 by the International Society of Automation (ISA). All rights reserved.

Most typical threat vectors
Insider

External
(Hacker/Hacktivist/Nation org)
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Phishing 
(Malware 
injection) misconfigured 

FW

Lateral movement
Get credentials

Engineering 
credentials

Simulate correct 
ops (Malware)

Install malware 
(USB.Eng files) Install malware -

tampering

Wifi direct access

Direct attack on OT

Direct attack on IT

Indirect attack on OT
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Protect with ISASecure 62443 
ETH devices

(*) IDS = Intrusion Detection System
IPS = intrusion Prevention System

Insider

(Hacker/Hacktivist/Nation org)

Direct attack on OT
(USB / Tampering / Wi-Fi)

Direct attack on IT 
(Phishing)

So
ci

al
 

En
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ne
er

in
g

SECURE 
GATEWAY

WITH NETWORK 
IDS/IPS (*)

SECURE 
IPC

SECURE 
IPC

SECURE SCADA 
IPC

SECURE 
IPC

SECURE 
GATEWAY

WITH NETWORK 
IDS/IPS (*)

IT domain

Indirect attack on OT
(File transfer)

External
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Conclusions
1. In today's rapidly evolving cybersecurity landscape, organizations face increasing pressure to comply with 

regulations while maintaining operational efficiency. 

2. Now you have a clear understanding of how to accelerate the cybersecurity compliance journey through 

the concrete experience of Eurotech and BYHON, utilizing advanced technologies and best practices to 

create a resilient, scalable, and compliant IIoT/OT infrastructure:

• Eurotech enables customers to secure, orchestrate, deploy & maintain their Edge systems at scale. Eurotech provides a 

cybersecure certified edge hardware & software stack to accelerate time to market in critical applications, reduce risks and 

helps to solve the complexity of integration of the edge with any asset, any edge AIoT application.

• Eurotech is the company with the wide breath of host-network systems certified ISASecure with Security Level 2.

• BYHON, organization of H-ON a TÜV Rheinland Company, is an ANSI Accredited Product Certification Body in compliance 

with IEC 17065 and Chartered Lab for IEC 17025, that provides Functional Safety certification according to IEC 61508 and 

Cyber Security certification according to IEC 62443 standard and ISASecure® scheme.
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ISASecure – IEC 62443 
Conformance Certification

To recap all the ISASecure certification options:

•Component Security Assurance (CSA) - certification to ISA/IEC 62443-4-2

•IIoT Component Security Assurance (ICSA) - certification to ISA/IEC 62443-4-2

•System Security Assurance (SSA) - certification to ISA/IEC 62443-3-3

•Security Development Lifecycle Assurance (SDLA) - certification to ISA/IEC 62443-4-1

•ACS Security Assurance (ACSSA) - certification to ISA/IEC 62443-2-1, 2-4, 3-2 and 3-3

H-ON a TÜV Rheinland Company dba BYHON
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Learn more  | www.isagca.org

Be Part of the Movement to 
Prioritize OT Cybersecurity

Change the Culture

Recognize cybersecurity as a fundamental workplace tenet 

alongside functionality, efficiency, and safety



ISA Cybersecurity Resources
Free guidance, training, and more:

ICS4ICS
www.ics4ics.org

Improve how cybersecurity 
incidents are managed with 
training, processes, and 
exercises

ISASecure
www.isasecure.org

The world’s leading 
conformance 
certification program 
for ISA/IEC 62443

ISA Global Cybersecurity 
Alliance - www.isagca.org

A collaborative forum  to advance 
OT cybersecurity and 
understanding of ISA/IEC 62443

Get involved:

•ISA/IEC 62443 standards available from ISA (free access with ISA professional membership!)
•Cybersecurity training and certificate program
•Help develop the standard – open to all at no charge – www.isa.org/ISA99


