






Achieving Security Assurance for Automation and Control Systems 

Overview of ISASecure Certification 

The ISASecure program is an internationally recognized certification framework based on 

the ISNIEC 62443 series of standards, which defines security requirements for ACS (also 

known as industrial automation and control systems, or IACS in the standards series). 

The ISNIEC 62443 series of standards is widely adopted worldwide. Asset owners benefit 

from the risk-based approach to identifying security requirements throughout their ACS 

environment. In addition, asset owners can benefit from certification programs that 

provide independent assurance of elements of the ACS. At this point, ISASecure provides 

three primary certification schemes (certification programs): 

• Product Supplier Security Development Lifecycle Assurance-Ensures secure

development practices of vendors.
• Component Security Assurance-Verifies the security of individual system components,

including lloT devices, as off the shelf products.
• System Security Assurance-Validates the security of integrated systems and

configurations, as off the shelf products.

Separately, a cybersecurity expert certificate program is offered by ISA, providing 

individuals working for product suppliers, system integrators, maintenance providers, or 

asset owners with the skills and knowledge needed to manage ACS cybersecurity risk. 

ISA offers comprehensive industry consensus cybersecurity assurance solutions for the 

elements originally depicted in Figure 1. ISA cybersecurity assurance solutions are shown in 

Figure 2 for each element of the supply chain. 
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Figure 2. ISASecure assurance solutions across the supply chain. The remaining element is to
provide facility assurance.
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for asset owners in ISNIEC 62443-2-1, Security for industrial automation and control 

systems Part 2-1: Security program requirements for /ACS asset owners. 
• Conformant support from service providers-Identify cases where a service provider is

responsible for processes that deliver capabilities described in this standard, for the

IACS under evaluation. In these cases, the evaluator will verify that these processes, as

applied for this IACS, conform to ISNIEC 62443-2-4, Security for industrial automation

and control systems Part 2-4: Security program requirements for /ACS service providers.
• Conformant control system-Verify that the asset owner has configured and is utilizing

technical capabilities described in ISNIEC 62443-3-3, Security for industrial automation

and control systems Part 3-3: System security requirements and security levels, provided by

the hardware and software control system for the IACS.

The ISNIEC 62443 is a risk-based approach to security management. The risk assessment 

process determines several fundamental aspects of the asset owner's IACS, including the 

zone and conduit arrangement and their associated target security levels. This in turn 

defines what required technical security capabilities must be in place and utilized in the 

hardware and software systems for these zones and conduits, to manage the risk. The 

ISASecure ACSSA evaluation process therefore begins with reviewing the asset owner's risk 

assessment process and the results of that process. This is performed against ISNIEC 

62443-3-2, Security for industrial automation and control systems Part 3-2: Security risk 

assessment for system design. 

An asset owner with an IACS that has been certified under the ISASecure ACSSA program 

and shown to meet these technical criteria may display the ISASecure symbol and a 

certificate granting certification, in accordance with program procedures. ACSSA certified 

asset owners are then subject to ongoing surveillance to maintain their certification, 

ensuring that the ISNIEC 62443 requirements remain in place, and any changes in risk 

posture are reflected by changes in requirements. An asset owner may also choose to 

undergo one-or multiple ACSSA inspections, or refer to the ACSSA specifications to support 

their internal security efforts. 
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Figure 3. ISASecure conformity assessement schemes to ISA/IEC 62443 standards.
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