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Goals and Agenda

Å Webinar Goals

ï Provide basic knowledge around BMS cybersecurity

ï Show similarity of building management systems to other industrial 

automation control systems

ï Illustrate applicability of IEC 62443 standards to BMS

Å Agenda

ï Overview of IEC 62443 Standards and ISASecure Certifications

ï BMS Introduction

ï Brief history and terminology

ï IEC 62443-4-2 component alignment to technical security 

requirements

ï Future state of BMS
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Overview of IEC 62443 and ISASecure

Andre Ristaino
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International Society of Automation

Å Professional Automation Engineering Society

Å 40,000  Global Members

Å ANSI Accredited SDO

Setting the Standard for Automation
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ISA Security Compliance Institute

Setting the Standard for Automation

ISA Security Compliance Institute 
Wholly owned non-profit subsidiary of ISA

Conformity Assessment to ISA/IEC 62334 standards
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ISASecure® Supporters ïpast & present

YPF
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Automation System Security Lifecycle

Suppliers

Design and Manufacture 

COTS Control Systems

Integrators/Asset Owners

Engineer and Integrate 

COTS into Site  Specific 

Systems

Asset Owners

Operate and Maintain 

Site  Specific Systems
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ISA/IEC 62443 Standards Family
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ISA/IEC 62443 Standards Family
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Certification Bodies Internationally Accredited to 

ISO/IEC 17065 & ISO/IEC 17025

10
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ISASecure Recognized Test Tools
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1. Component Security Assurance (CSA) product certification

ISA/IEC 62443-4-2 

ISA/IEC 62443-4-1
Vulnerability Identification Test 

+ Communication Robustness Test

2. System Security Assurance (SSA) product certification

ISA/IEC-62443-3-3

ISA/IEC 62443-4-1

ISA/IEC 62443-4-2
Vulnerability Identification Test 

+ Communication Robustness Test

3. Security Development Lifecycle Assurance (SDLA)

process certification

ISA/IEC-62443-4-1

Three ISASecure® certifications available
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2016 ISASecure Building Control Systems Working Group 

Mike Chipley-PMC Group, LLC

Jim Sinopoli-Smart Buildings, LLC

Participating Organizations

Download Working Group Final Report at

http://isasecure.org/en-US/Building-Control-Systems-Report

http://isasecure.org/en-US/Building-Control-Systems-Report
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ISASecure Certification Growth

2018
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Building Management Systems Discussion

Jason Christman
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Integrated & Intelligent Building Control Systems
An ecosystem of automation control technologies
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Building Automation Control Has Many Use Cases

ÅAdvanced Metering Infrastructure

ÅBuilding Automation System

ÅBuilding Management Control System

ÅCCTV Surveillance System

ÅCO2 Monitoring

ÅDigital Signage Systems

ÅElectronic Security System

ÅEmergency Management System

ÅEnergy Management System

ÅExterior Lighting Control Systems

ÅFire Alarm System

ÅFire Sprinkler System

ÅInterior Lighting Control System

ÅIntrusion Detection Systems

ÅPhysical Access Control System

ÅPublic Safety/Land Mobile Radios

ÅRenewable Energy Geothermal Systems

ÅRenewable Energy Photo Voltaic Systems

ÅShade Control System

ÅSmoke and Purge Systems

ÅVertical Transport System (Elevators and Escalators)
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Historical Timeline for Building Automation Security

Mechanical & Pneumatic Controls Security Through VPNs & VLANS

2004

BACnet
Network 
Security

Addendum G

1990

Proprietary 
BAS Protocols 
Dominate the 

Market

1983

Direct Digital 
Control

1973

Arab Oil Embargo
Mini Computer 

Control

1820

Central 
Heating

1926

Air 
Conditioning

BACnet
Network 
Security 

Approved

1995

1987

BACnet
Standard 
Started

1999

BACnetover IP
Approved 2002

BTL Product 
Listings Begin

2018

BACnetSC 
Public Reviews
(Expected 2019)

HTTPS TLS 1.2
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Key Terms

ÅBuilding Management System (BMS)

ïFoundation of modern building efficiency

ïProvides system control and easy access to information

ïEnhances occupant comfort, safety, security, and productivity

ïComplete family of hardware and software control components designed to work 

together as one cohesive system

ÅSynonymous with BMS

ïBuilding Control System (BCS)

ïBuilding Automation System (BAS) 

ïBuilding Automation Control System (BACS)

ïFacility Management System (FMS)

ïEnergy Management Control System (ECMS)
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Key Terms

ÅASHRAE ïAmerican Society of Heating, Refrigerating and Air-Conditioning Engineers

ÅñIntelligentò or ñSmartò Buildingïa building controlled by a ñdata enabledò building 

automation system

ÅController ïpurpose-built computer with input/output capabilities; buildings typically 

have system/network controllers and terminal unit controllers; below the supervisory 

controller are field controllers, unitary controllers, or terminal controllers

ÅSupervisory controller ïprovides network management and system-wide control 

coordination over one or more networks of equipment

ÅDirect digital control (DDC) ïautomated control of a process by a digital device

ÅUnitary controller ïan electronic device for digital control of packaged air handling 

units, unit ventilators, fan coils, heat pumps, and other terminal units serving a single 

zone or room

ÅTerminal unit controller ïsuited for control of lighting and/or simpler devices such as 

a package rooftop unit, heat pump, VAV box, fan coil, etc.
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Key Terms

Server / Application

Supervisory

Field Controller

Input / Output

Layered Architecture
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Common Building Automation Control Protocols

ÅBACnet ïcommunications protocol for Building Automation and Control 

(BAC) networks that leverage the ASHRAE, ANSI, and ISO 16484-5 

standard protocol

ÅLonTalkïprotocol optimized for various functions in industrial control, home 

automation, transportation, and buildings systems such as lighting and HVAC

ÅZigBeeïshort range, low-powered wireless mesh communication standard 

targeted at building automation

ÅModbusïserial communications protocol commonly used to connect 

industrial electronic devices

ÅM-Bus (Meter-Bus) ïEuropean standard for the remote reading of gas, 

electricity, or other consumption meters
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IEC 62443-4-2 Component Alignment to 

Technical Security Requirements

ÅComponent types:

ïSoftware applications

ïEmbedded devices

ïHost devices

ïNetwork devices

ÅFoundational requirements

ïIdentification and authentication control (IAC)

ïUse control (UC)

ïSystem integrity (SI)

ïData confidentiality (DC)

ïRestricted data flow (RDF)

ïTimely response to events (TRE)

ïResource availability (RA)
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IEC 62443-4-2 Component Alignment to 

Technical Security Requirements

Software application requirements (SAR)

ïMobile code

ïProtection from malicious code

Embedded device requirements (EDR)

ïMobile code

ïUse of physical diagnostic and test interfaces

ïProtection from malicious code 

ïSupport for updates

ïPhysical tamper resistance and detection 

ïProvisioning product supplier roots of trust 

ïProvisioning asset owner roots of trust 

ïIntegrity of the boot process

Host device requirements (HDR)

ïMobile code

ïUse of physical diagnostic and test interfaces

ïProtection from malicious code 

ïSupport for updates

ïPhysical tamper resistance and detection 

ïProvisioning product supplier roots of trust 

ïProvisioning asset owner roots of trust 

ïIntegrity of the boot process

Network device requirements (NDR)

ïWireless access management

ïAccess via untrusted networks

ïMobile code

ïUse of physical diagnostic and test interfaces

ïProtection from malicious code 

ïSupport for updates

ïPhysical tamper resistance and detection 

ïProvisioning product supplier roots of trust 

ïProvisioning asset owner roots of trust 

ïIntegrity of the boot process

ïZone boundary protection

ïPerson-to-person communication restrictions
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IEC 62443-4-2 Component Alignment to 

Technical Security Requirements

Foundational Requirement Component Requirement

FR 1 ïIdentification and authentication control CR 1.1 ïHuman user identification and authentication

CR 1.2 ïSoftware process & device identification and authentication

CR 1.3 ïAccount management

CR 1.4 ïIdentifier management

CR 1.5 ïAuthenticator management

CR 1.6 ïWireless access management

CR 1.7 ïStrength of password-based authentication

CR 1.8 ïPublic key infrastructure certificates

CR 1.9 ïStrength of public key-based authentication

CR 1.10 ïAuthenticator feedback

CR 1.11 ïUnsuccessful login attempts

CR 1.12 ïSystem use notification

CR 1.13 ïAccess via untrusted networks

CR 1.14 ïStrength of symmetric key-based authentication
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IEC 62443-4-2 Component Alignment to 

Technical Security Requirements

Foundational Requirement Component Requirement

FR 2 ïUse control CR 2.1 ïAuthorization enforcement

CR 2.2 ïWireless use control

CR 2.3 ïUse control for portable and mobile devices

CR 2.4 ïMobile code

CR 2.5 ïSession lock

CR 2.6 ïRemote session termination

CR 2.7 ïConcurrent session control

CR 2.8 ïAuditable events

CR 2.9 ïAudit storage capacity

CR 2.10 ïResponse to audit processing failures

CR 2.11 ïTimestamps

CR 2.12 ïNon-repudiation

CR 2.13 ïUse of physical diagnostic and test interfaces

FR 3 ïSystem integrity CR 3.1 ïCommunication integrity

CR 3.2 ïProtection from malicious code

CR 3.3 ïSecurity functionality verification

CR 3.4 ïSoftware and information integrity

CR 3.5 ïInput validation

CR 3.6 ïDeterministic output

CR 3.7 ïError handling

CR 3.8 ïSession integrity

CR 3.9 ïProtection of audit information

CR 3.10 ïSupport for updates

CR 3.11 ïPhysical tamper resistance and detection

CR 3.12 ïProvisioning product supplier roots of trust

CR 3.13 ïProvisioning asset owner roots of trust

CR 3.14 ïIntegrity of the boot process



27 ISA Security Compliance Institute

IEC 62443-4-2 Component Alignment to 

Technical Security Requirements

Foundational Requirement Component Requirement

FR 4 ïData confidentiality CR 4.1 ïInformation confidentiality

CR 4.2 ïInformation persistence

CR 4.3 ïUse of cryptography

FR 5 ïRestricted data flow CR 5.1 ïNetwork segmentation

CR 5.2 ïZone boundary protection

CR 5.3 ïGeneral purpose person-to-person communication restrictions

FR 6 ïTime response to events CR 6.1 ïAudit log accessibility

CR 6.2 ïContinuous monitoring

FR 7 ïResource availability CR 7.1 ïDenial of service protection

CR 7.2 ïResource management

CR 7.3 ïControl system backup

CR 7.4 ïControl system recovery and reconstitution

CR 7.6 ïNetwork and security configuration settings

CR 7.7 ïLeast functionality

CR 7.8 ïControl system component inventory
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IEC 62443-4-2 Component Alignment to 

Technical Security Requirements

Component Industrial Automation and 

Control System

Building Automation System

Embedded device Programmable Logic Controller

Intelligent Electronic Device

Supervisory controllers

Field controllers
- Unitary

- Terminal

- General purpose

Network device Switch

VPN terminator

Switch

Router / Gateway

VPN

Host device/application Operator workstation

Data historian

Operator workstation (facility manager level)

Advanced workstation (engineering level)

Application Server (handles data storage)
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Future State of Building Automation

ÅGreener & Smarter

ïMonitoring, managing, and optimizing 
equipment and environments

ïData-driven insights and decision using 
weather, usage, consumption, pricing, 
performance, etc.

ÅIntegrated & Automated

ïIncreased interoperability and data 
sharing between IT and OT, edge-to-
edge, edge-to-cloud, cloud-to-cloud

ÅProtected & Secure

ïAI protects occupants and assets 
against physical and cyber threats

ÅEnhanced Experience

ïEasy deployment and management for 
facility managers

ïIntuitive and convenient for occupants


